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Coordinated Vulnerability Disclosure (CVD) Policy

Aber Instruments Ltd

1. Purpose and Scope

Aber Instruments Ltd is committed to the security of our products, systems, and customers.
We recognise the invaluable role that independent security researchers, customers, and
partners play in safeguarding our ecosystem.

This policy establishes a transparent and structured framework for reporting, triaging, and
remediating security vulnerabilities. Our Vulnerability management framework is governed to
satisfy the mandates of the EU Cyber Resilience Act (CRA)

2. Reporting Channels

To ensure vulnerability reporting is free, and easily accessible, Aber Instruments maintains
two primary communication channels for our Product Security Incident Response Team
(PSIRT)

e Web Form Submission - Reports can be submitted directly through our form at
https://aberinstruments.com/cybersecurity/

e Email - Detailed Reports may be sent to psirt@aberinstruments.com.

e For General gueries please contact Support@aberinstruments.com

3. Submission Guidelines

To help our PSIRT Team accelerate validation, we request that submissions contain the
following technical details where possible:

1. Target Details - Product name, exact part number/ model number and

2. Vulnerability Type - The apparent classification

3. Exploitation Status - Clear confirmation of whether this vulnerability is purely
theoretical, verified via a controlled Proof-of-Concept (PoC), or actively observed
being exploited in the wild.

4, Reproduction Steps - Step-by-step instructions, code snippets or PoC artifacts
necessary to replicate the issue safely.

5. Impact Assessment - Your Perspective on the potential risk to user data, operational
safety, or device integrity


https://aberinstruments.com/cybersecurity/
https://www.google.com/search?q=mailto%3Asecurity%40aberinstruments.com
mailto:Support@aberinstruments.com

4. Operational Timeframes
Aber Instruments manages vulnerability responses based on the nature of the submission.
External Researcher Communication

The table below governs our commitments to independent security researchers for all
vulnerabilities reported through our standard intake channels.

Phase Target Timeline PSIRT Action and Deliverable

1. Acknowledgement Within 48 hours PSIRT will issue a receipt
confirmation to the reporter
with a unigue tracking ID.

2. Triage and Verification Within 5 Business Days Technical validation of the bug.
PSIRT will assign a CVSS
v3.1/v4.0 score and
communicate the official
severity to the reporter,

3. Progress Updates Every 14 Days Status updates provided to the
reporter until a patch is
finalised.

Once a security update is provisioned, it shall be distributed in a timely manner

5. Legal Framework and Safe Harbor Statement

Aber Instruments Ltd values the work of security researchers who operate in good faith, We
provide the following unconditional Safe Harbor to anyone who complies with the core
principles of this policy:

Authorised Activities

If you conduct security research and disclose vulnerabilities in compliance with this policy, we
consider your research to be authorised, lawful, and socially beneficial. Aber Instruments will
not initiate, support, or threaten legal action against you under the EU Computer Programs
Directive, the UK Computer Misuse Act 1990, the US Computer Fraud and Abuse Act (CFAA),
or local equivalents.
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Policy Rules and Expectations

Allow Aber Instruments a standard, coordinated timeline of 90 days from initial triage
to develop and test a remediation before you publicly disclose any technical details.
Avoid testing methodologies that cause denial of service (DoS) to production
environments, degrade user experiences, or alter customer equipment.

Do not intentionally access, modify, or retain customer data. If a vulnerability exposes
personal data, halt testing immediately and notify us.

Do not engage in extortion, blackmail, or demand financial compensation as a
prerequisite for disclosing your findings.

6. Public Disclosure

We strictly adhere to the principles of Coordinated Vulnerability Disclosure.

Once a patch, firmware update, or official mitigation is ready for deployment, Aber
Instruments will publish a formal Security Advisory on our website at
https://aberinstruments.com/cybersecurity/

Every advisory will transparently detail the CVE identifier, a technical description of
the flaw, the CVSS score, affected product lines, and explicit, actionable user
instructions for remediation.

In exceptional circumstances such as active exploitation in the wild before a
permanent patch is complete Aber Instruments will transparently issue immediate,
interim risk-mitigation guidance to our users to ensure their operational safety.

Security updates shall be provided separately from functional updates, where
technically feasible.

Security updates shall be provided, unless otherwise agreed between a manufacturer
and a business user in relation to a tailor-made product with digital elements, free of
charge.

Information regarding fixed vulnerabilities shall be made available in a
human-readable format.

Vulnerability information will be made publicly available on the EU Vulnerability
Database (EUVD).



https://aberinstruments.com/cybersecurity/
https://euvd.enisa.europa.eu/
https://euvd.enisa.europa.eu/
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7. Product Lifecycle and Long-Term Support Commitments

In fulfillment of our product lifecycle obligations under the EU Cyber Resilience Act, Aber

Instruments guarantees a transparent support window for all products containing digital
elements.

e Aber Instruments guarantees the delivery of security updates and vulnerability
monitoring for a minimum period of 5 years from the date the product model is first

placed on the market, or for the expected operational service life of the equipment,
whichever is longer.

8. Document Revision History
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